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1	Decision/action requested
It is suggested that the new Key issue is added to the study in TR 33.819
2	References
 [1]	3GPP TR 23.734, v.1.0.0, Study on 5GS Enhanced support of Vertical and LAN Services 
 [2]	3GPP TS 33.501, v.15.3.0, Security architecture and procedures for 5G system  
3	Rationale
[bookmark: OLE_LINK1]In the SA2 study for 5G LAN, TR 23.734 [1], several key issues are listed. For each key issues one or more solutions are applicable. Solution #20 pertinent to key issue #6 has been concluded as a selected solution for normative specifications. According to solution #20, the UE will establish two non-3gpp NAS connections with the same AMF as shown in the figure below:
1. The UE first registers to PLMN via the non-3gpp access and receives a 5G-GUTI allocated by an AMF.
2. Then it registers to PLMN via the NPN and the same AMF will be selected by the N3IWF according to the 5G-GUTI sent by the UE.


Figure: Access to PLMN services via non-3gpp of PLMN and non-public network
This document proposes a new key issue for handling the isolation of the two NAS connections.
4	Detailed proposal
********** 1st CHANGE **********
[bookmark: _Toc530175611]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[0]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[1]	TS 22.261: "Service requirements for next generation new services and markets"
[2]	TS 22.104: "Service requirements for cyber-physical control applications in vertical domains"
[3]	TR 23.734: "Study on enhancement of 5GS for Vertical and LAN Services"
[4]		TR 23.725: "Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)
[xx] 	TS 33.501: "Security architecture and procedures for 5G system".

********** END OF CHANGES **********

********** 2st CHANGE **********
All text below is new. For better readability, no change marks are used. 
5.x	Key Issue #x: Isolation of multiple NAS connections
5.x.1 Key Issue details
[bookmark: OLE_LINK20]KI#6 from 3GPP TR 23.734 [3] is looking at how a UE can access PLMN offered services via a NPN and vice versa. KI#6 is also looking at how the UE can obtain service continuity for services offered by Public PLMN via NPN and vice versa. 
[bookmark: OLE_LINK34]To support the above features, SA2 introduced several solutions in 3GPP TR 23.734 [3] and finally concluded to progress solution #20 for normative specifications which supports service continuity between Public PLMN and non-public network via an N3IWF-like gateway. As described in solution #20, for access to PLMN services via a NPN, the UE obtains IP connectivity via the non-public network, discovers an N3IWF provided by the PLMN, and establishes connectivity to the PLMN via the N3IWF. In addition, the UE can also obtain IP connectivity via the non-3gpp access provided by PLMN and establishes connectivity to the PLMN via the N3IWF as well. 
[bookmark: OLE_LINK2]NOTE:	Whether a PLMN deploys separate N3IWF for access via non-public networks and non-3GPP access is a deployment decision. In this KI, the separation N3IWF deployment scenario is considered.
As mentioned above, the UE will establish two non-3gpp NAS connections with the same AMF:
1. The UE first registers to PLMN via the non-3gpp access and receives a 5G-GUTI allocated by an AMF.
2. Then it registers to PLMN via the NPN and the same AMF will be selected by the N3IWF according to the 5G-GUTI sent by the UE.
[bookmark: OLE_LINK36]However, according to 3GPP TS 33.501[xx], when deriving a KN3IWF from KAMF in the UE and the AMF the following parameters shall be used to form the input S to the KDF. 
-	FC = 0x6E
-	P0 = Uplink NAS COUNT
-	L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)
- 	P1 = Access type distinguisher
-	L1 = length of Access type distinguisher (i.e. 0x00 0x01)
First, there are only two NAS COUNT counter pairs associated with the 5G NAS security context, i.e., one is for 3GPP and the other is for non-3gpp. As a result, the two non-3gpp NAS COUNT counter pairs are not supported currently.
Second, for the two non-3gpp NAS connections, the same AMF may maintain the same Uplink NAS COUNTs in the two paths with the same access type of non-3gpp.
[bookmark: _Toc513829553]5.x.2 Security Threats
As a result, the two N3IWFs of the two NAS connections may have the same KN3IWF which violate the key isolation criteria for different entities and downgrade the security of the PLMN system.
The above analysis and threat is the same goes for the scenario that access NPN services via a PLMN and non-3gpp access provided by NPN.
[bookmark: _Toc513829554]5.x.3 Potential security requirements
There should be a mechanism to isolate the KN3IWF of the two N3IWFs bearing the NAS connection between the UE and the same AMF. 
********** END OF CHANGES **********
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